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2:5.5

P

2:4.1

5. ACTION. Finally verify from Dashboard that the address appearing in the DHCP leases
widget is displayed"’.

PROPOSED EXERCISES

EXERCISE A

Configure DHCP service to always assign the same IP address to a host. Check that the
host is working properly.

EXERCISE B

Change the maximum lease time. Change the parameters of dhclient in your configura-
tion file to send a request with a lease greater than allowed. What happens? Check the
lease contents in /var/lib/dhcp3/dhclient.leases.

EXERCISE C

Integrate DHCP and DNS modules to serve names of DHCP clients. Provide examples us-
ing static and dynamic domains by using static ranges and assignments.

CERTIFICATION AUTHORITY (CA)

PueLic Key INFRASTRUCTURE (PKD

Encryption technologies ensure authenticity, privacy and integrity in data transmission.
However, the main problem in all the encryption schemes is how to distribute the keys to
their users without interception by third parties. The solution consists of the use of a Pub-
lic Key Infrastructure'” (PKI). This technology allows the use of the key in insecure medium
while avoiding forgery, interception or modification of keys by anyone who snoops the
communication.

PKI means each participant generates two keys: a public key and a private key. The public
key can be distributed publicly and the private one must remain secret. Any participant
who wants to encrypt a message can do it with his own private key and the recipient’s
public key. Therefore, the message can only be decrypted with the recipient’s private key.
Moreover, as the message has been encrypted with the sender’s private key, it is possible
to guarantee its integrity by checking the sender’s public key.

Bob
Hello Alice! SRS (_0-
Alice
W Subli
6EB69570
08E03CE4

Alice
N

Hello Alice! [ mmmmiittbiiL +

Image 2.30. Public key encryption.
17 Bear in mind that the static allocations do not appear in the DHCP widget.
18 http://enwikipedia.org/wiki/Public_key_infrastructure.
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Alice

Sign
I will pay $500 (Enceypt) +
l Alice's
private key

DFCD3454
BBEATBEA

Bob l
1 will pay $500 LA (_*

Alice's
public key

Image 2.31. Public key signature.

However, this solution creates a new problem: if anyone could present a public key, how
can you guarantee that a participant is really who he claims to be and is not impersonating
another identity? To solve this problem, certificates were created*”.

A certificate is a file that contains a public key, signed for someone that is trusted. This
trusted participant is used to verify identities and is called Certification Authority (CA)*".

Mario Rossi’s

Dacument containir .E': the CErtIﬁ cate

ublic key and identity for
Mario Rossi

Certificate Authority’s
private ey Name: Mario

Surname: Rossi

Address: - St.

Name: Mario
Surname: Rossi

Mario Rossi's

Mario Rossi's public key

public key

Signature of the
Certificate Authority

Document signed by
Certificate Authority

Image 2.32. Diagram to issue a certificate.

Zentyal uses OpenSSL™' for the management of the Certification Authority and the life
cycle of the issued certificates.

2.4.2 IMPORTING CERTIFICATES IN CLIENTS

To validate any certificate issued by a Certification Authority operated by Zentyal, you
should import the certificate into the system.

19 http:/fenwikipedia.org/wiki/Public_key_certificate
20 http://enwikipedia.org/wiki/Certification_authority
21 www.openssl.org/.
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In Windows XP you should click on Start > Configuration = Control Panel, and once in this
window select Network and Internet connections.

T
Y e e |

Image 2.33. Control panel.

Next, select Internet options.

B Network and Internet Lonnestmons

Be BB e Face Tek teb |

Qe - (- T [

e [ttt vt cormetors - d@e
: = ? Pecbwork and Intermet Connections

G Al
W& My etk Flaces.
R s i e Pick a task...

8 Remate Deshicp

R Fhone ord Hodem & Setupor change pour Entermel cannection

Create a comnection tn the network of your wekplace

Troubleshuoters. * 23 st up or change your home o1 small ofice metwork
W [t ) ke o seun for a hame ot
%mm& Epitane Change Windows irewall settings

or pick a Control Panel icon
?mm g S bwrk Covwies biom.

Q Mrbwnth Setup Wizard 0 windows Firewall

)
e, Wircless Netwark Setup Wisard

Image 2.34. Network and Internet connections.

72



O zentyal

Linux Small Business Server

You will access a new Internet properties window where you should select the Content: tab
and go to Certificates...

Image 2.35. Internet properties.

In the Certificates window you can see different tabs classifying the different types of
stored certificates. To import your certificate, just click on Import...

Image 2.36. Certificates.
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A wizard will start to import new certificates. Just continue with the Next step.

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

This wizarc helps you copy certficates, certficate brust
lists, and certificate revacation lists from your disk to a
certificate store

& certFicabe, which Is issued by a certification authority, is
& corfirmation of your idantity and contains infarmation
used bo probect data or to establish secure nebwork.
connectians., & certificate store s the system area where
certificates are kept,

To conkinue, click Next,

I Next > | Cancel

In File name select the path to the file with your certificate by using Examine.... Once you
have selected the certificate to import just continue to the next step.

Certificate Import Wizard L x|

File ko Tmport
SpecFy the file you want ba import.

File name:

| Ci\Documents and SettingstcubliDesktopica-cert, pem Browse, . I

Note; More than one certificate can be stored in a single Fle in the following Formats:
Personal Information Exchange- PKCS #12 {.PFX, P12)
Cryptographic Message Syrtax Standard- PKCS #7 Cortificates (.P78)
Microsaft Seriakized Certificste Store (,S5T)

< Back Next » Carcel [

Image 2.38. Ce ]
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On the Certificate store window select the Automatically select the certificate store based on
the type of certificate option and continue again to the next step.

Certificate Import Wizard

Certificate Store

Certificate stores are system arsas where certificates are kept,

Windows can automatically selact a certificate skore, or you can specify 2 bacation For

¥ mutomatically select the certificate store based on the type of certificate

" Place &l certificates in the Following store

Certificate Import Wizard

< Back I Mext = Cancel

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import
wizard,

You have specifiad the Following settings:

Certiicate Store Selacted  Automatically determined by b
Content Certficate

Filz Name CiDocuments and Settingsio

| | |
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If the import was succesful, you will see a confirmation message.

]
\l) The import was successful.

Image 2.41. Certificate import wizard.

Verify that the certificate from your CA appears in the list of certificates.

Intended purpose: [ <All> =
Trusted Root Certcation Authorkies | Trusted Pubishers | Untnstedpublshers | <[ #]

issued To | smed By | Expiratio... Name -
Emmm CBAW HKT SecureNet ... 10/16/200%  CW HKT Secure... = |
C&wl‘(‘lm.,. OBAW HKT Secureet ... 10f16/200% CW HKT Secure...
@C&W“ﬁm... B HKT Secureet ... 10/16/2010  CW HKT Seaurre...
Edcaw HiT Searel...  CBWHKT Secwrelet .. 10/16/2009 CWHKT Secure..,
Bcar cAl 3/11/2019  ViaCode Certfc...

[Elcertiposte Classe A... Certiposte Classe AP... 6/24/2018  Cortiposte Edibeur
[Ecertiposte Serveur  Certiposte Serveur 6f24/2018  Certiposte Serveur
[Elcertisign - Autorida... Certisign - Autoridade... 6/27/2018  Certisign Autorid. .. =
. - M - " - P . = - - A

woot.. | Eoot.. | pevove | advorced... |

Image 2.42. Certificates.
You can also add a certificate from the CA to a web browser such as Mozilla Firefox. Let's
see how to do this on Ubuntu.

The first step is to launch the browser and go to Edit > Preferences. In this window select
the Advanced tab, then the Encryption tab and click on View certificates.

2 & @ Firefox Preferences

- -
General Tabs Content Applications Privacy Security |
(General, Network Update Encryption

Protocols
W Use SSL3.0 W UseTiS 1.0

Certificates
When a server requests my personal certificate:
Seject one automatically @ Ask me every time

Image 2.43. Advanced preferences.
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Much like in the previous case, a list of different types of certificates classified in different
tabs will be displayed. Select the Authorities tab.

@ © @ Certificate Manager

i

You have certificates on file that identify these certificate authorities:

- () 2005 TURKTRUST Bilgi lletisim ve .,

TURKTRUST Elekironik Sertifika Hiz...

— AC Camerfirma SA CIF AB2743287
Chambers of Commerce Root
Global Chambersign Root
- AddTrust AB
AddTrust External CA Root
AddTrust Class 1 CA Root
AddTrust Public CA Root
AddTrust Qualified CA Root
- America Online Inc.
America Online Root Certification A...

Builtin Object Token

Builtin Object Token
Builtin Object Token

Builtin Object Token
Builtin Object Token
Builtin Object Token
Builtin Object Token

Builtin Object Token

| wiew Edit * | Export I | Delets

Image 2.44. Certificates from Authorities.

Proceed to Import the CA certificate by selecting the file where it is stored. The following
window will be displayed to select in which situations you want to trust this new Certifica-

tion Authority.

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "Certification Authority Certificate” for the following purposes?

Trust this CA to identify web sites.
Trust this CA to identify email users.

| Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy

and procedures (If available).

_ Examine CA certificate

W

Image 2.45. Import new certificate.
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By clicking View you will see the details of the certificate.

Ce ver:"Certification Authority Cer
iGenerall | petails
could not verify this certificate because the issuer is not trusted.
Issued To
Commaon Mame (CN) Certification Authority Certificate
Organization (O] Zentyal
Organizational Unit (OU) <Not Part OF Cartificate>
Serial Number I%3A17:20: 78916074
Issued By
Commen Name (CN) Certification Autharity Certificate
Organization (0] Zentyal
Organizational Unit {DU) <Not Part OF Centificates
Validity [
Issued On O95/2010
Expires On 1172272018
Fingerprints
SHAL Fingerprint 6B:0E:13:E7:C1-C1:D0:C0:37:48:27-25:8F 70:A%:68:6E-23-E8:8C
MOS T BF:F4:92:35:20:6 0B:70:D9:4E:23.FB.TDCH:48

Image 2.46. Details of the certificate.

Once you have verified that the certificate is correct and you have selected the situations
in which you are going to trust this CA, you just have to click on Accept and verify that the
certificate appears on the list.

icates People Servers Authoritics | Others.

You have certificates on file that identify these certificate authorities:

- VISA fs
Visa eCommerce Root Builtin Object Token

- Wells Fargo

Wells Fargo Root Certificate Authority Builtin Object Token

= Wells Fargo WellsSecure
WellsSecure Public Root Certificate ... Builtin Object Token

- WiSeKey
DISTE WiSeKey Global Root GACA  Builtin Object Token

KXRamp Security Services Inc

XRamp Global Certification Authority Bulltin Object Token

- Zentyal

Image 2.47. Certificates.

2.4.3 CERTIFICATION AUTHORITY CONFIGURATION WITH ZENTYAL
In Zentyal, the Certification Authority module is self-managed, which means that it does
not need to be enabled in Module status. However, you have to initialize the CA to make the
functionality of the module available.

Go to Certification Authority - General and you will find the form to create the CA. You are
required to fill in the Organization Name and Days to expire fields. Optionally, it is possible

78



O zentyal

Linux Small Business Server

to specify the Country code (a two-letter acronym following the 1S0-3166-1 standard®?),
City and State.

Certification Authority
0 This page only appears once at starting up the Certification Authority. Changes tal

Create Certification Authority Certificate
Qrganization Name: (7anpa1

Country code: {z- |
Optionat 1=~

Lot —
Optional \Zaragoza

State: {5
Qutional (22720023

Image 2.48. Create the CA certificate.

When setting the expiration date you have to take into account that at the moment of ex-
piration all certificates issued by this CA will be revoked, stopping all services depending
on those certificates.

Once the CA has been initialised, you will be able to issue certificates. The required data
are the Common Name of the certificate and the Days to expire. This last field is limited by
the fact that no certificate can be valid for a longer time than the CA. In case you are using
the certificate for a service such as a web server or mail server, the Common Name of the
certificate should match the domain name of that server. For example, if you are using the
domain name zentyal.home.lan to access the web administrative interface in Zentyal, you
will need a certificate with the same Common Name. In case you are setting a user certifi-
cate, the Common Name will usually be the user’s email address.

Optionally, you could set Subject Alternative Names’* for the certificate. These are useful
when setting common names to a certificate: a domain name or an IP address for a HTTP
virtual host or an email address when signing email messages.

Once the certificate is issued, it will appear in the list of certificates and it will be available
for the administrator and for the rest of modules. Through the certificate list you can per-
form several actions on the certificates:

Download the public key, private key and the certificate.
Renew the certificate.
Revoke the certificate.

Reissue a previously revoked or expired certificate.

22 http://enwikipedia.org/wiki/ISO_3166-1
23 For more information about subject alternative names, visit http://www.openssl.org/docs/apps/x509v3_con-
fig.html#Subject_Alternative_Name
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Certification Autharity

show nelp)
lesue & New Certificate

Cowmmen Name

Days to expire;

Names:
Optioes

rick Zentyal com Valid 2011-01-22 16:46:50

fry dacal Revaked  F010.10.24 12.47.04

X Revoae ' Download Keyis) and Certificate  CF Renew

Image 2.49. Certificate list page.

The package with the keys contains also a PKCS12 file with the private key and the certifi-
cate and it can be installed directly into other programs such as web browsers, mail clients,

etc.

If you renew a certificate, the current certificate will be revoked and a new one with the
new expiration date will be issued. And if you renew the CA, all certificates will be renewed
with the new CA trying to keep the old expiration date. If this is not possible because it is
after the date of expiry of the CA, then the date of expiration is set as the one of the CA.

Certification Authority

Renew a certificate

Common Name: rickzentyal.com Expiration Date: 2011.01-22 16:46:50

Subject Alternative Names:

Days o expire: |

Image 2.50. Renew a certificate.

If you revoke a certificate you will not be able to use it anymore as this action is permanent
and it cannot be undone. Optionally, you can select the reason of the certificate revocation:

80

unspecified: reason non specified,

lkeyCompromise: the private key has been compromised,

CACompromise: the private key for the certification authority has been compro-

mised,

affilliationChanged: the issued certificate has changed its affiliation to another cer-

tification authority from other organization,

superseded: the certificate has been renewed and it is now replaced by a new one,

cessationOfOperation: the certification authority has cea
certificateHold: certified suspended,

sed its operations,

removefromCRL: currently unimplemented, it provides delta CRLs support, that is,

lists of certificates whose revoked status has changed.



S zentyal

Linux Small Business Server

Certification Authority (show neip)
Revoke a Certificate
Commaon Name: rick.zentyal.com Expiration Date: 2011-01-22 16:46:50

Subject Alternative Names:

T iiii-. S -

Image 2.51. Revoke a certificate.

When a certificate expires all the modules are notified. The expiration date of each cer-
tificate is automatically checked once a day and every time you access the certificate list
page.

Services Certificates

On Certification Authority - Services Certificates you can find the list of Zentyal modules
using certificates for their operation. Each module generates its own self-signed certifi-
cates, but you can replace them with others issued by your CA.

You can generate a certificate for each service by defining its Common Name. If a previous
certificate with the name does not exist, the CA will create it automatically.

Services Certificates

L |

Module Service Commun Hame Enabie Action I
User Cormer User Cormer web server rbox ’
apache Zentyal web server ebex ’
B e UL

Image 2.52. Services Certificates.

Once enabled, you need to restart the service to force the module to use the new certifi-
cate. This also applies if you renew a certificate for a module.
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2.4.4

TIP. If you want to use certificates signed by a commercial Certification Authority,
you have to follow the usual procedure to generate a private key and then a CSR
(Certificate Signing Request) so they will forward the signed certificate that you
will use in the service. Let's see an example on how to do this for your mail server:

1.- Generate the private key

ypenssl genrsa out dominioc.tld.k

2.- Using the private key, generate the CSR:
openssl req —new —-key dominio.tld.key -out dominio.tld.csr

3.- Send the CSR file to the Certification Authority, which will return a certificate
that you will save in a file named domain.tld.crt.

4.- Check where to store the certificate in the configuration files of the desired ser-
vice; in the case of Postfix, this directory is /etc/postfix/sasl/postfix.pem, so proceed
to overwrite that file setting exclusive read permissions for the root user:

at dominio.tld.crt dominio.tld.key > /etc/postiix/sasl/post-

d 400 /etc/postfix/sasl/postfix.pem

5.- You can proceed in the same way for Zarafa:
dominio.tld.crt dominio.tld.key > /etc/zarafa/ssl/ssl.pem
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6.- It is a good practice to save a backup of the private key and the certificate, and
also double-check that all files containing the private key can only be read by the
root user and/or the username used by the service.

PRACTICAL EXAMPLES

PRACTICAL EXAMPLE A

The company ContaFoo SL is implementing security protocols in internal communica-
tions to comply with current legislation. The various intranets will work under HTTPS
and email will use SSL/TLS, but for that they need to import the certificate of the Cer-
tification Authority operated in their Zentyal server. Create the CA and then import its
certificate in the Windows XP clients.

. ACTION. Go to Certification Authority = General. In the form called Create Certification

Authority Certificate, fillin the fields Organization Name and Days to expire with reason-
able values. Press Create to generate the Certification Authority.

EFFECT. The key pair of the Certification Authority is generated and its certificate will
be issued. Your new CA will be displayed in the certificate list. The form for creating the
CA will be replaced by another one intended to issue normal certificates.

. ACTION. From the certificate list, you will download the one of the CA, a file with a

name such as CA-key-and-cert.tar.gz containing the public key ca-public-key.pem and
the certificate ca-cert.pem. Following the previously described procedure, import the
certificate file ca-cert.pem on the Windows XP clients.

EFFECT. The new certificates will appear in the certificate list, and any certificate is-
sued by this CA will be accepted by the Windows XP clients.



